MES Server PC Documentation

FESTO
Industry 4.0
Competitor PC
euroskills
Herning2025
" CRENEED = © W = B 3 @9 o

MES Server PC Documentation 2025-07-21



Contents

1 LiSt Of INSTAIlEA SOFtWATIE ...ttt e e e e e bbb e e e e e e s ssssseeesesesssssssseesesesssnnssnnnns 3
B Y=Y V7 (ol TS 4
2.1 = on (0] VA4 =1 4
2.1.1 IV S uuureeiiieeeirttreeeeeeeeerrttreeeeeeeeesssraseeeeesesssssssseeesesssssssssaeessessssssssseeessessssssssseessesessssssnseessnns 4
2.1.2 (00011 (o] B 2= 11 1= PO U UR 5

2.2 IMArTADB DALADASE ..uueeveiieeeiiceeteteee ettt cee e e e e e eesabae e e e e e e eessssssaeeeeeesssssssbasesssessnsssraneeaeans 6

3 PIOJECE FIlES.uueiiiiteeteeieeeete ettt ettt sttt sttt ettt st s et s bt e bt e bt e b e e b e e s st e e st e st e st e st e s e e st e st e saesaaens 7
3.1 DIV S e eeitetteeeeeeeecirte et e e eeeeeartree et e eesessstsaeeeeesesssssssaaeeeseeessssasaeeeseessssssaaeeeeeeeassssaaeeeseenennnsrraaeeeenen 7
3.1.1 C drive for Windows @nd SOfIWATE ......uveeeeeieieciiiiieeccceeciirteeeecececrrereeeeeeeeesssesneeeessssssssssnsesesnns 7
3.1.2 D drive for project files and dOCUMENTS.....cccvirveireiieriiereieirrterseerereseeeeseeessreessseesereesssseesseeas 7

3.2 Additional SOFEWATE LOCATIONS ..eeeiiiiiiiieiiieeecceettee et eertar e e e e e eesssassseeeeeeesssssssseeessessssnnes 8
3.2.1 hMail — C:\Program Files (x86)\hMailServer\Bin\hMailAdmMin.€Xe ......cccevereeererrvreerereerrreenneeenns 8
3.2.2 Thunderbird —C:\Portable\Thunderbird\ThunderbirdPortable.eXe....c.cccceevvrreerrrrrreennrereennnenn. 8
3.2.3 Wireshark — C:\Program Files\Wireshark\Wir@shark.eXe" ........ccevveerrveervrerrureerreeesreeessveensveeenens 8
3.2.4 UaExpert — C:\Program Files\ UnifiedAutomation\UaExpert\bin\uaexpert.exe ......c..ccecverrverueen. 8

3.3 How to add account to hMailServer in hMailServer AdminiStrator....ccooeeeeeeeeiieeeiieeeeeeeeeeeeenveeeeeeens 9
3.4  D:\PortableApplications — portable SOftWare tOOIS ......cccueeeeeierirnieniinienteneese et esre e seesaeens 10

L PASSWOIA LISt .uuuiieeiiiiiiiiiiiieeeiiiiiiitreeeeeeeeeearreeeeeeesessssseeeeeeessssssssseseessssssssssssessssssssssssssessssssssssssssesssssnnnns 11

MES Server PC Documentation

2025-07-21



1 List of installed Software

Software Version Purpose
Siemens TIA-Portal 18 Update 3 Programming software for Siemens PLCs
Siemens WinCC Advanced (18 Update 3 Programming software for Siemens HMIs

Note: Siemens V19 licenses are backward
compatible to V18

Siemens S7 PCT-Tool

3.5 SP3 Update 3

I0-Link modules configuration tool

Siemens PRONETA

3.6

Commissioning and diagnostics tool for
PROFINET

FactoryViews

1.9.0

Factory management software suite:
MES4, Webshop, Energy, AR, Node-RED
Update from beta to release version
(big fixes, signatures of exe-files)

CIROS

7.4.8

Simulation software
- Digital twin
- Digital shadow

Machine Learning

2024 Q2

Machine Learning IloT Kit Image (Standalone)
Update: Added class edit mode and interfaces

Festo Field Device Tool
(FFT)

2.10.5.198

Configuration tool for Festo controller
- change network settings
- backup/ restore image files

CODESYS 3.5 SP16 Patch 4 Programming software for Festo PLCs

CODESYS Target Support  [3.5.16.139 Target Support Package for Festo PLC

Package CPX-E

CODESYS Security Agent  [1.3.0.0 Configure and control security-related issues
in CODESYS

TURCK PACTware 6.1.0.15 Configuration tool for fieldbus modules

TURCK Service Tool 3.3.0.0 Assigning IP addresses to Turck devices

DTM for I0DD Configurator

3.14.0

DTM 10-Link Devices

DTM for fieldbus 1/0 1.0.3007 DTM for BL20, BL67, TBEN, FEN20 and

systems BLcompact

Wireshark 4.2.3 Ethernet communication monitoring software

NMAP 7.94 Network scanner

HeidiSQL portable 12.6 Administration tool for MariaDB/ MySQL
databases

hMailServer 5.6.8 E-mail server

Thunderbird portable 115.8.0 E-mail client

Hercules SETUP utility 3.2.8 TCP/IP client server terminal

UaExpert 1.7.1 OPC UA client

This table is not exhaustive and lists the most relevant software tools.

MES Server PC Documentation

2025-07-21




2 Services
2.1  FactoryViews

2.1.1  Services

FactoryViews will start automatically on start-up. A Control Panel indicates that FactoryViews is running.

Following services are started:
- NodeServer
- MES4Core
- Apache
- MySQL
- MongoDB

- Node-RED — WebShop (port: 18803)

- Node-RED - AR (port: 18804)

- Node-RED - Energy (port: 18806)
- Node-RED - Stations (port: 18812)

- Node-RED - User (port: 18890)

MongoDB Mes4Core UaToMes4 MariaDB Webshop

Figure 1 FactoryViews services overview

Resources

|
b

FactoryViews

NodeRed

8 HITP 15300

user ‘

Energy Measurement Boxes

To start the application again, run “C:\Factory Didactic\FactoryViews\FactoryViews - ControlPanel.exe”
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2.1.2  Control Panel

Status of the services can be monitored from control panel.

Blue tick @ indicates that the service is running.

Each service can be started and stopped with button.

Status of each service is shown on the status field in control panel.

w FactoryViews - Control Panel v1.9.0 = [m] X

FESTO

° NodeServer Stop ° MengoDB Stop ° NodeRed - WebShop Stop
° Mes4Core Stop o Apache Stop ° NodeRed - AR Stop
o MySQL Stop ° NodeRed - Energy Stop
° NodeRed - Stations Stop
o NodeRed - User Stop
NodeRed - AR NodeRed - Energy NodeRed - Stations NodeRed - User Versions
MongoDB Apache MySQL NodeServer Mes4Core NodeRed - WebShop

ng checkpoint snapshot min: 1 snapshot max:
checkpoint timestamp B
c":"WICHRPT", mid":
:{"message":
140707672631
"verbo lew

'
snapshot count:

checkpoint timestamp: (0, 0) base write gen: 7534"}1}

Figure 2 FactoryViews control panel
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2.2 MariaDB Database

MariaDB Databases can be viewed with HeidiSQL.exe.

8 Session manager ? X
|Q Filter ... | }' Settings & Advanced [yl Statistics
Session name ~ Host Metwork type: 0, MariaDB or MySQL (TCP/IP) ~
_al Festo 127.0... . - .
Library: libmariadb.dll ~
Hostname / IP: [12700.1

[JPrompt for credentials
[ Use Windows authentication

User: FestoWriteUser

Password: EYTTIYTYS

Port: 3306 =

[ Compressed client/server protocol

Databases: |Separated by semicolon h 4

Comment:

< >

ol\lew |v N Save o Delete Cancel More ~ B

Figure 3 HeidiSQL session manager

Username: root
Password: Festo4.0
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3 Project files

3.1  Drives

3.1.1  Cdrive for Windows and software

3.1.2 D drive for project files and documents

== Data (D) x
& ~ ¢ Qo
@ Mew
& Desktop »
‘ i Downloads »
‘ —| Documents »
Backup »
ProjectFiles »
Portable »
FestoDidactic »
~ [ ThisPC

» e 0S(C)

| ditems

CP_Documentation

Data (D) >

Tl Sort

F

View

Date modified

47472023 11:19 AM

9/27/2023 3:37 PM

5/10/2024 12:59 PM

4/13/2023 2:34 PM

Search Data (D:)

Type
File folder
File folder
File folder

File folder

Size

m] *
Q
B Details

Figure 4 D-drive
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3.2 Additional software locations

3.2.1  hMail - C:\Program Files (x86)\hMailServer\Bin\hMailAdmin.exe

3.2.2  Thunderbird —C:\Portable\Thunderbird\ThunderbirdPortable.exe

3.2.3  Wireshark — C:\Program Files\Wireshark\Wireshark.exe"

3.2.4  UaExpert — C:\Program Files\ UnifiedAutomation\UaExpert\bin\uaexpert.exe

Portable X 4+ - o x
&« 4 5] [J » ThisPC > 0OS(C) > Portable > Search Portable Q
) New Tl Sort = View aas (B Details
A Home Mame Date modified Type Size
sl 7/5/2024 1:13 AN = X
_HJ Gallery HeidiSQL_12.6_64_Portable 7/5/2024 1:13 AM File folder
. Proneta_3_7 0.0 5/10/2024 9:56 AM File folder
» @ OneDrive
SinecPni-V1.0.0 4/13/2023 9:41 AM File folder
Thunderbird 5/10/2024 10:38 AM File folder
& Desktop
% hercules_3-2-8.exe 5/8/2024 3:20 PM Application 1,275 KB
i Downloads

— Documents
Backup
ProjectFiles
Portable

FestoDidactic

X 5 items IEIE‘
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3.3 How to add account to hMailServer in hMailServer Administrator
Ey hMailServer Administrator - [localhost] = O
File  Help
L7 Welcome Accounts
@ Status
[=E" ] I;J_omains MName Enabled Add
B & cplocal
20 Accourts customer@festo systems Yes
B admin@cplocal webshop @festo systems Yes Edit ..
2 support@cp Jocal
¢ Miases Remave
¢ Digtribution lists
Bl § festo.systems
o e
2o Add...
2 we Add AD account
© Miazes
¢ Distribution lists
' Rules
. Settings
B Utilties
Help =
Exit
Figure 5 Add
E& hMailServer Administrator - [localhost] = O
File  Help
7 Welcome
@ Status
£ Domains Gereral Atoreply Forwarding Signature Extemal accounts Rules  Active Directory  Adwi
B+ & cplocal
B Accounts Address
2 admin@cp Jocal test @ festo systems
B support@cp local
- Miases Password
* Distribution lists reneees
=] E festo.systems
o [ Aecounts Size (MB) Marimum size (MB)
B customer@festo systems 0
2 webshop@festo systems
¢ Miazes Administration level
7 Distribution lists User ~
¢ Rules
x Settings Last logon time
& Lhtilties
B Enabled
Help Save
Exit
Figure 6 Configure
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Ey hMailServer Administrator - [localhost] — O
File  Help
iy Welcome test@festo.systems
E Status
=R I;Jomains General Autoteply Forwarding Signature Extemal accounts Rules  Active Directory Adwve ¢ [ *
B+ 5 cplocal
=7 Accounts Address
B admin@cp local test @ festosystems
2 support@cp local
. Miases Pazsword
7 Distribution lists << Encrypted >3
E- & festosystems
= Accounts Size (MB) Maximum size (MB)
B customer@festo systems 0 0
2 test@festo.systems
2 webshop@festo systems Administration level
¢ Miases Uzer w
7 Distribution lists
© Rules Last logon time
4 Settings 8/1/2024 1:28:19 PM
B Utities
v B Enabled
Help ave

Exit
4
Figure 7 Save
3.4 D:\PortableApplications — portable software tools
Portable X+ - b
& ) T @] J » ThisPC > OS(C) > Portable > Search Portable
® New - T Sort ~ = View - “as (B Details
/\' Home MName Date modified Type Size
idi 7/5/2024 1:13 AN i
El Gallery HeidiSQL_12.6_64_Portable 7/5/2024 1:13 AM File folder
‘ . Proneta_3_7 00 5/10/2024 9:56 AM File folder
> b OneDrive
‘ SinecPni-V1.0.0 4/13/2023 :41 AM File folder
Thunderbird 5/10/2024 10:38 AM File folder
& Desktop »
% hercules_3-2-8.exe 5/8/2024 3:20 PM Application KB
i Downloads »
= Documents »
Backup »
ProjectFiles »
Portable »
FestoDidactic »
5 itemns IEI O
Figure 8 Portable software
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4 Password list

Application User Password
MES-PC Festo Festo4.0
FactoryViews — MES4 admin Festo4.0
user Festo4.0
hMailServer Festo4.0
Node-RED User admin Festo4.0
Webshop admin Festo4.0
Webshop customer@festo.systems Festo4.0
NodeRed admin Festo4.0
MariaDB root Festo4.0
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